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Abstract

In recent years, spam email is a widespread problem on the Internet. When a large number of
spam messages are recieved, it is necessary to take along time to identify spam or non-spam
email. To solve the spam problems, there have been several attempts to detect and filter the
spam email on the client-side. However, almost approaches learn and find the distribution of the
feature set in only the spam and the non-spam messages. In this paper, we propose a new spam
detection technique using document clustering algorithm based on vector space model. Our
method computes disjoint clusters automatically using a spherical k-maens algorithm for all
spam/non-spam emails and obtains centroid vectors of the clusters. We describe the our spam

detection system and show the result of our experiments using the Ling-Spam test collection.

g 750


研究会Temp
テキストボックス
社団法人 情報処理学会　研究報告
IPSJ SIG Technical Report

研究会Temp
テキストボックス
2004－ＦＩ－  76　(11)
2004－ＮＬ－163　(11)

研究会Temp
テキストボックス
2004／9／16

研究会Temp
テキストボックス
－75－


1 0o0Oo0

gobbOoobOoobooooboooooooon
ooooooobooobooooooooooooo
obooobooboooboooooboooobooon
oobooobooobooooooboobooon
gobooobooooboooooboooooooboooon
ooboooboooooooooboooooooon
goobooooobooooooboooooboooon
gobooobooooooboooooboooboooon
goooobooooooboboo

gooobooooooobooooooboboooa
ooboooboboobooobogoboooboooon
gooooooooooobooboboogoboooo 2
oobooobooobooobOoooobooooooon
gboooobooobooooobobooobooo
obobooooboobooobooboooboooon
0 20030000000000000000000
uobooobOoobooooooobooooooon
goboooboooboooobooobooooooo
obooooO 200200000000000000A0
ooboobooobooooooboobooon
oobooobooooboobooboooboooo
ooboobooobooooooboobooon
gboooooboooooboooon

goboooooooboooobooboobooo
goboooboooooooboooboooooboooon
ooooboobobooobooooooooooooo
ooooobooobobooooooboooboooo
ooooobooobobooooooboooboooo
obooobOoobooobooooobooobooon
goboooboooooooboooboooooboooo
oobooobooobboo200000000000
uobooobooboooooobooooooon
OOSMTPOOO MTAODDOOODOOOOOOO
ooooobooobbooooooobooboooon
uobooboobobooooooooooooon
oboobooobOoobooboobooon
oooooIp000OoOOobOObDODbDOOOOD
oo0O0o0oooo MTAOooooOOoooooooo
00000 [pJoOo0000000ooooooo

gooboooooboooooboobooobooboo
gooboboooboboooboobobooboooog
O SMTPrelay 00000000 OOO0OOOODOO
goooooooog
gooooooobobo0oobooobooon
gooboobooobooooouboooboon
0000 0C4.5 [13]0Ripper [5] O Support Vector
Machine(SVM) [8,12] D0 D0D00O0O0O0O0DO Naive
Bayes OO OOOOOO [2, 140000000
J000000ONaive Bayes 00D D0DOOOO0OO0O
goooooobooobobooobooooog
goooooobbooooobooooooond
gooooobobooooooooooooog
goobooooobooobooooboooboobo
goo200000000000b00000000
goboooooooo
Jooboo0oboooobobooobobooon
oooboob0ob0oboboobooooboooog
gooooooooobobbbbooooooon
gooboooooboooobobooobooooo
00000000000 0OHTML OOODOOOO
godoboouooooboboooboooooda
gooboooobooooboboooboooooo
Web Bug OO OOOOODOOOODOODOODOOO
goooooooooooobooboboboog
gooboooobooobobooobooooboo
ogood
goooooooooooobbbboboooo
gooooooooooooboboboboboon
goobooobooooboooboooooboog
dooo0ooooooooobOooooooog k-
means OO0 0000000000 0OOOOOOO
goobobooobobooboobboooobooo
gooboooobobooboboooboboooboo
gooooooboboooooooobooboooog
goobooooobooooobooobooboog
0oo0oo0o0oo0oooobbooooooooooo
goobobdooooooooboboboboboog
gooboooooooobooooboooboobog
ogood
O200000000000000000000

g 7ed


研究会Temp
テキストボックス
－76－


uoboobooboobooobooooooon
uobooboooobooo 3boboooooboogoon
gboobogooboboooboooboboooboooo
Oo0o0oo0o0O0 4000000000

2 Joooooobod

gbooboobobobobooboobobobd
uoboobooboobboooooooooon
gboooboooood

2.1 OOoOoOoboobobooooboo

gobooobobooooboooobooobboooooo
goobOooboobooooooooooooon
ooobooooooobooooooobooooo
gddoooooooooobooooooooboo
gobooobooooooooooooobooon
uobooboobooboooocooboooon
gboooboobooooobooooboboooo
gooboooooboooobooooobooooon
oobooobooobooooooboobooon
U200000000000000D00000O0DO
uobooboobooboooooooooon
uoobooboobooooooooooooon
ooboooboooboobboooboooooooo
uoboobooboobooobooobooon
gbOooboooboobooocbooooooobooon
ooooobooobbooooooobooboooo
goboooboooobooobooooooooooo
obooooobooooboboood

goboooooogooboobooooooooo
gboobooboooboobooobobooooboooo
uobooboooboooboobooobooon
ooooboooooboooooboobobooooboo
goboooboooooooooooooobooo
gobooboooooooooooooobooon
goooooooooboboooooobooooon
goboooobooboobooooooooboooon
uobooboobooboooooooooon
uoboobooboobooobooooooon

gobooooooooooooooboooooooon
gboooboobooooooboooboooobo
gboboooooobobooooooboooboooo
gbboooboooobooooooboobooobo
gbooooobOoobOoobooboobooDbo
gboooooooooooobooboooooooo
gbbooooobooooboooboooboboooo
gbboooobooboooboobooboobo
gboboooooboooboooboobooogoo

22 0000

gbogooooooboboboboboboooo
gbboooobbooooobobobooooboo
gbboooooooboooboooboobooooon
gbogoooboobooooboobobonoooba
0000000000000 0 kmeans OO0O0O
gbboooooooboooboooboobooooon
000 kmeans 00 00000000D0DO2400
gbogoooobobobobobobonooooo
gbboooooooboooboooboobooobo
gbogoboooooboboboboobobobo
gbooboboobobobooboboooooa
ugbboooooooboooboooobooboobo
Or0000000000ooooooooooboo
goboooobooobooboobod

goooooooooboooboboobooboboo
gbboooooooboooboooboobooobo
gbooooobobonoooboooboooood
gbooooobobooboboobooboooo
gbboooooooboooboooboobooooon
gboobooobobobooooboobbooobo
00 kmeans 0000000 O0DOCOODOODOO
gbbooooooobooobooobooobooobo
gboobooDo23000000000000000
0 Naive Bayes OO O SVM OOOOOOODOOO
gbboooboooboooooooboobooobo
gbooboobooooooboboboobobobo
gobooooboobooon

gbboooooboooboobooboooogoo
gboooooboooboooooooooboooon

gr77d


研究会Temp
テキストボックス
－77－


oboooboobooobooooooooooon
oobooooboobooobooobooobooon
0000000000000 (cosine)0O0OOOO
000000000000 3)ooooooogoo
uoboobooboobooobooooooon
ooboooboooboogooogoboooooooo
gboooooboooon

23 UO0O0OO0OO

0000000000000000000000
00000000000000000000000
0D0000000000000000000000
00000000000000000000000
00000000000000000000000
00000000000000000000000
0000000000000000000000

000000000000000000000 N
000000 xq,%X,---,xy 00000 s (s < N)
000000 m,m,---,m 0000000000
00000000000000000000 ;0
00000000 ¢; 00000000 m; 000
0ooo0oo0ooo

mj = — X; (1)

000 n; 00000 - OODOOCOO0OO0OODOOC
goobOoOoobOoooOoooobooobooon
gobooooboooooooooboooooooon
0o c; 0000

m;

- (2)

C;, = ——
T [yl

24 00 FO0OD0O0ODOO

kODOOOO0OO0OOODOOoOoDOOOobooOOO
ooboobooobooooooboobooon

> lmy —xil] 3)

X, €™
gogbboboobbbooobbooobboboa

ocooooooo0O00 kO000Ob00OOoooooo
oobooobooboooboooooboooobooon

0000000000000000000000
00000000000 110000000000
m;(1<j<s)0000

> xlc; (4)

X;ET;

0o0o0oDOoo0oo0ooDOooooooooo
oog .
D= > xi¢; (5)
j=1X:€m;
goooDooDO pOOO0O0OODOODODDOOOOOO
gobouboboooooboboobbobon
Lxy O0s000000 #wf,73,---,7)

t X1,X2,"" s

gboooobobooooobooooooboo

1. 00000000000 s000000000
(0)y s

D0D0000000000000 {«”}:, O

000000000000000000000

00 {c”}:,, 0000000¢000000

gbooogobooo t=00000

2. 0000000 x(1<i<N)ODOODOODO
000000000000000000000
000000000000000000000
000000000000000000000
D00 x,0 000000 ¢ 000000
000000000000000000000
000000000000 {¢”}:, 0000
0000000000000 {7V}, 00
00000

F](_tﬂ) _

pooo«*Y ooooooo ¢ oooo
0000000000000 O000

. 0ooooooooboooobooooooo
ugood

(t+1)

Sy M

J t+1 ’
m! )|

(1<j<s) (0)

pooom*Yooooo <Y ooooo
000000000

g 780


研究会Temp
テキストボックス
－78－


4. 0000 pUHY OOoOoDOoO00O0000O0
0000000000 DY oooOoOoooon
ooooo

D — D < 1 (8)

Do00000x =a"0er =Y (1<
j<s 00000000000000000
0000000000000t 0 100000
D00 200000000000000000
000000000000 4000000000
000800000000000000000
D00 1000000000000000000
0000000 0000000000001
D00000000000000001000

gooooao

3 GUd

oobooooogooboogobooooooooo
goobooooobooooobooooobooooon

3.1 000

0000000000000000000000
0000D00000000000000000 Ling-
Spam ! [2) 00000 0Ling-Spam 000000
00 28030000000000000048100
00000000000241200 0000 00O
00000000 Ling-Spam 00000O000DO
000000000000000D00000000
00000000000000000000000
00000000000000000000000
00000000000000000 400000
00000000000000 400000000
0000000000000000 9% (0000:
2170 00000:4320)00000000000
010%0000:24200000:490)0000
00000000000000000000000
00000000000000000000000
000000000000000D00000000

Lhttp://idl.ils.unc.edu/~efrom/data/lingspam/

gboooobOoobOoobooboobooDbo
gboooobooooobooooon

3.2 0Oon

gooboooobooooobooooobooo
gbobooooboooboooboooooboobo
gboboooooooooboobooooooon
gbboooooooboooboooboooboobo
gbobooooooooobooobbooboooobo
OO0 TFIDFOOOOO 40TFIDFO0O0O0O 0
gbooooboobbo.0Oo00000o0ob0ogobon
oboooboogo

n
wij = fij -log T

0000, O00000D0O0O0O0f;0 00000
000000 000000000df; 00000
00000 +00000000000000000
00000000000000000000000
oooooo

000000000000 0000000000
00000000000000000000000
000000000000 00000000000
00000000000000000000000
0000000000 A00000000000O0
000000000000000000000000
00000000000000000000000
00000000000000000000000
0000000000000 D000D0000000
0000000000000 0000000000
0000000000000 70% 0000000
00000000000 D00000D0000D0O
00000000000000000000000
00000000000000000000000
00000000000D00000D0000000
000D00000000000000000000
000000000000 00000000000
0000000000000 0000000D0O0O
0000000000000 0000000000
00000000000 000000000000
000000000000000000000000

g 790


研究会Temp
テキストボックス
－79－
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sion
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