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1.Introduction

Inrecentyears,spamemailormo1℃propedy,Unso-
licitedBulkEmail(UBE)isawidespreadproblemonthe
Intemet・Spamemailissocheaptosendthatunsolicited

messagesal℃senttoalargenumberofusersindiscrim-

inately・Whenalargenumberofspammessagesarere-

ceived,itisnecessarytotakealongtimetoidentifyspam
ornon-spamemailandtheiremailmessagesmaycausethe
mailservertocrush.

Tbsolvethespamproblem,therehavebeenseveralat-

mptstodtectandnlterthespamemailontheclient-side.

InpreviousreseaI℃h,manyMachmeLeaming(ML)ap-
proachesareappliedtotheproblem,includingBayesian

classi6ersasNaiveBayes[1,3,7,11],C4.5[10],Ripper[41

andSupportVectorMachine(SVM)[6,9]etc・血theseap-
proaches,Bayesianclassifiersobtainedgoodresultsby

manyIesearcherssothatitwidelyappliedtoseveral61"IL

ingsoftwares・Howeve喝ahnostapproachesleamand6nd
thedistributionofUlefもaturesetinonlythespamandthe
non-spammessages,Tbdayitherearemanytypeofspam

email,fbrexample,advertisementsfbrthepurposeofmak-
ingmoneyorsellingsomething,urbanlegendsfbrthepulF
poseofspreadinghoaxesorrumorseに.Moreoverithere

areHI皿診mailscontainswebbugwhichisagraphicinan
emailmessagedesignedtomonitorwhoisreadingthemes-
sage・Therefbre,someofspammailsaIBjudgedtobe

non-spamemailevenifweusetheexistingfiltexingtech-
串

nlques.

Inthisresearch,weproposeanewspamdetectiontech-

niqueusingthetextclustemgbasedonvectorspacemodel.
TYlismethodconstructthespamdetectionmodelbythecon-
tentsofvariouskindsofmailandfindspammoreeHicienUy.
ThesystemcompuCsdiSjointclustersautomaticallyusing

asphericalk-meansalgorithm[5]fbrallspam/non-spam
mailsandobtainscentroidvectorsoftheclusrsmrex-

tractingtheclusterdescription・Rreachcentroidvectors,
thelabel(cspam'or.non-spam')isassignedbycalculating

thenumberofspamemailintheclustemWhennewmailar-
rives,thecosinesimilaritybetweenthenewmailvectorand

centroidvectoriscalculated.Finally,thelabelofthemost

relevantclusterisassignedtothenewmail.Byusmgour

method,wecanextractmanykindsoftopicsmspam/non-

spamemailanddetectthespamemailemciendy・血曲ispa-

peIbwedescribetheourspamdetectionsysCmandshow

IheresultofourexperimentsusingtheLing-Spam[1,2,12】
testcollection.
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Figurel･spamdetectionmodelusingNaive
BayesandSVM

2.Motivation

Spammerssendoutvariouskindsofspamsothatno

systemcandetectallspamwith100%reliabiliw.Inpast
days,wehavegotalotofadstositesshowingpomograF

phy.Butinrecentdays,therearesomekindsofspamsuch

asdrugads,chainlettersandurbanlegend.USingBayesian

classi6ers[3]whichwidelyappliedtoseveraliIIteringsoft-

wares,theyleamandfindtheonlytwodistributionofthe

spamandthenon-spam.nlerefbre,weobtaingoodlesults

fbrtypicalspamcontent,buttheydoesnotworkwithmost

spamwhichrarelycomestwice.Consequently,itbecomes

moredifficulttodetectallspamusingonedismbutionof
spammessagesgrowingmcreasinglydiverse.

Tbmakeitpossibletodetectvariouskindsofspam,the

systemdoesnotonlyconstructastaticmodelbyallihe

trainmgdata,butalsoitisreallydesirabletomodifythe

modeldynamicallyfOrthenewlyreceivedmail・Ifthesys-

temmakeawrongjudgmentofthenewlyreceivedmailus-

ingtheexistingmodel,itisnecessarytoleamthenewmail

tojudgeitcorrecdy.Howeverithesystemspendmuchtime

toleamallthemailcontainmgthenewmailandconstruct

thenewmodel.Ifthenumberofallthemailiscompara-

tivelysmall,themodelcanbereconstructedintheshortpe-
riodothetime.Butgenerally,thenumberofmailistoo

largetoconstructthemodelsofast.Moreovel;theuser

doesnotnecessarilyhaveallspaminthepreviousconstruc-

tionofthemodel.Soitishighlypossiblethattheprevi-

ousmodelcannotupdatedproperly.Therefbre,weconsider

thatthemodelneedseasilyupdatabletoimproveperfbI=
mancesuchasmcrementaltextclassificationandrelevance

feedback[13]andsoon.
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Figure2.ourspamdetectionmodel

3．SpamDetectionSystem

Inthissection,weproposeanewspamdetectiontech-

niqueusingthetextclusteringbasedonvectorspacemodel.
Inthismethod,thesystemautomaticallyconstmctthespam

detectionmodelbythecontentsofvariouskindsofmail

andiindspammoreefficienUy・Tbobtainthespamdetec-

tionmodel,weusetheclusteringalgorithmcaUedthespheF
icalk-meansalgodthm[5]fbrallthereceivedmail.Thisal-

gorilhmdividethemailsetmtotheprede6nednumberof
clusters.

FOreachclusters,clustercentroidvectorsarecalculated

asClusterRepresentative.Byobtainingtheclusters,Simi-

laxiWcalculationbetweenanewmailandtheclusterscan

beperfonnedeasily.Inthepreviouslyproposedmethods
suchasNaiveBayesclassi6erandSVMfilterjcontentsof

spamarerepresentedasonetermstatistic.Howev"using

ourmethod,thecontentsofvariouskindsofmailarerepre-
sentedasseveraltennstatisticsasthecentroidvectors.

Byobtainingthecentroidvectors,melabel(cspam'or
@non-spam')isassignedbycalculatingthenumberofspam

mailintheclusterblftheratioofspammailtoallmailin
theclusterishigherthantheratiowhichconsistedof70%

to85%,weconsideraclusterasspam.Thus,asetofclus-

terscanbepartitionedintospamandnon-spamclusters.

Whenweobtaincentroidvectorsofspamandnon-spam

clusters,thesystemjudgeswhetheranewmailisspam.
First,newreceivedmailistransfbnnedintothevectorin



Table2･ExperimentalresultsusingSVMand
bogofilter

Tablel．Experimentalresultsofoursystem

96%fbrallcollections.Moreover5tomakeanobjective
evaluationofourmethod,precisionofourmethodiscom-

paredwiththatofothermethods､Inthiscomparison,weuse
SupportVectorMachine(SVM)[8]andbogonlter[3].SVM

isoneofthemostpowerhllmachineleamingmethodand
bogofilterisaBayesianspamfil"mWeshowtheI℃sultin

thetable2.TTlisresultsshowthattheprecisionusingour
mthodisbetterthanthebogonlterandisapproximtely

equivalenttotheSVM・Soitcanbeconcludedthatusing

thespamandnon-SpamclustersbasedontheUnsupervised

clusteringisaerectivemethodfbrdetectingspam.

However;wedefinethethresholdvalueofspamclus-

teras70%sothatthenon-spamprecisionisnotlOO%.
ThuSwedefinethegeafrthresholdvaluethan70%and

calculatetheprecisionofspamontheconditionthatthe

non-spamprecisionisnearlylOO%・Uletable3and4show

theresultsoftheseexpeIimentsusingTF･mF(TbxtFre-

quency･InverseDocumentrequency)andTFrespectively
asnnweighmg・Thespamprecisionisabout90%sothat
ourmethodprovidesthehigh-peIfOnnancemrspammes-
sages.AdditionallybthespamprecisionusingTFisbet"r

thanthatusingTF･mFexceptresultoflemmstop.

thesamewayofthevectorspacemodelfbrinfbnnationre-

trieval.Amrobtainingthevectonwecancalculatetheco-

sinesimilaritybetweenthenewmailvectorandcentroid

vectormreachclusters・Finally,thelabelofthemostrele-

vantclusOrisassignedtothenewmail.

4．Experiment

Wheneachmaildocumentisrepresentedbyavectolithe

elementsofthevectordareassignedtwo-partvalues[14】

T"jj=Ljj×Gj.

Inourexperiments,thefactorLjjisalocalweightthatre-
Hectstheweightoftenniwi曲mdOcumentjandthefac-

torGjisaglobalweightthatrenectstheoverallvalueof

tenniasanindexing"rmfbrtheentiredocumentcollec-
tionasfbllows:

""=L鋤×G:="'ogf,
where7zisthenumberofdocumentsinthecollection,んis
thefifequencyofthei-thtemlinthej-thdocument,andF;is
thenumberofdocumentscontainingthei-thtennthmugh-
outtheentiredocumentcoliection.

TbevaluaCefficiencyofoursystem,weexperimentwith
spamdectionusingheelyavailabletestcollectionLing-
Spam.TheLing-SpamCollectionconsistsof2412non-

spammessagesand481spammessagesbyhandcatego-

rization・Byusingstop-listandleⅡⅢnatizerbthiscollection

consistsfburcollections:bare(untread),lennn(usmglem-

matizer),stop(usingstop-list)andlennn+stop(usmglem-
matizer+stop-nst).Inourexperiments,thedatasetcon-

tains2170non-spammessagesand432spammessagesand
theestsetcontains242non-spammessagesand49Spam
messages.

Thblelshowsthex℃sultsoftheexperiments.Inthis

figure,oursystemprovidesthehigh-perfbnnancefOrboth
spamandnon-spammessages.TYlespamprecisionismore

thanabout90%andthenon-spamprecisionismorethan

5．C⑪皿clunsmn

Inthispaper;weproposeanewspamdetection"ch-
niqueusingthetextclusteringbasedonvectorspacemodel.
Thismethodconstructthespamdetectionmodelbythecon-

tentsofvariouskindsofmailandmdspammoreefficenUy.
Theexperimentalresultsshowthattheprecisionusingour

methodisbetterthanthebogonlterandisapproximately
equivalenttotheSVM・Soitcanbeconcludedthatusing

thespamandnon-spamclusrsbasedontheunsupervised
clusteringisaerectivemethodfbrdetectingspam.

Furtherworkwouldberequiredtorefinethespamand
non-spamclustersusingdynamicupdatingsuchasrele-
vancefedback.
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bare 50 91.84％ 99.17％

bare 100 8980％ 9959％

lemm 50 9592％ 9876％

lemm 100 9592％ 9752％

stop 50 9388％ 9917％

StOp 100 9592％ 9835％

lennn+stop 50 9796％ 9876％

lemm+stop 100 100％ 9628％

bare 97.96％ 100％ 36.73％ 100％

lemm 97.96％ 100％ 42.86％ 100％

StOp 97.96％ 100％ 36.73％ 100％

leⅢⅢn+stop 100% 100％ 40.82％ 100％



「宇両i面一｢頁而~｢§F面面壱5ﾃ｢両面冒冒面丁面E司
bare 0.8 95.92％ 99.59％

bare 0.85 8776％ 10000%

lemm 0.7 9592％ 9876％

lemm 0.8 7143％ 10000％

StOp 0.8 9184％ 9959％

StOp 0.85 8980％ 10000％

lemmstop 0.7 9796％ 9876％

lennnstop 0.75 8367％ 10000％

Table3.Experimentalresultsusingsome
thresholdvalues(TFIDF)

「雨E－｢両面T§面丁蚕扉ﾃ｢両而冒§面丁蔬司
bare 0.8 95.92％ 99.59％

bare 0.85 9592％ 10000％

lemm 0.7 9796％ 9917％

lemm 0.8 9388％ 10000％

StOp 0.8 9592％ 9959％

StOp 0.85 9592％ 9959％

lemm_息のp 0.8 8980％ 9917％

lemm_stop 0.85 7551％ 9917％

Table4.Experimentalresultsusingsome

thresholdvalues(TF)
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